
Navigating a Digital Crisis with 
Human Centered Response.

A public utility board confronted a sophisticated cyber ransom attack 
that threatened not only operational systems but public trust in essential 
infrastructure. The crisis created multiple interconnected challenges: technical 
response coordination, regulatory reporting requirements, public communication 
needs, and internal workforce management - all occurring simultaneously under 
intense time pressure and scrutiny.

Our engagement began with a comprehensive organizational cyber threat assessment that mapped both technical 
vulnerabilities and communication risks. Beyond the technical incident response, we focused on developing an Incident 
Action Plan that incorporated both operational and human elements. The approach emphasized guiding leaders 
through crisis communication strategy that balanced transparency with security concerns. 

Most importantly, we worked to improve leaders’ empathic communication competencies - helping them understand 
that during crisis, their character and authenticity would have a greater impact than technical messaging. This human-
centered approach prevented emotional hijacking that led to to impulsive reactions during high-stakes decisions while 
maintaining the technical precision required for effective response.

The board’s response transcended mere technical recovery, revealing how inside-out leadership principles create 
organizational resilience. This approach exemplified leadership as identity rather than just action. They didn’t simply 
deploy crisis protocols, but embodied transparent, values-aligned communication throughout the incident. This 
authentic expression produced unexpected cultural strengthening amid technical challenges. 

What emerged wasn’t just cost mitigation, but a demonstration that when leadership flows from character rather 
than checklists, stakeholder confidence naturally follows. The board’s experience illustrates a fundamental truth 
about crisis management: technical competence creates solutions, but humanity in leadership creates trust—
particularly when transparent communication bridges the gap between organizational values and stakeholder 
concerns. Their journey reinforced that crisis response effectiveness stems not from what leaders do, but from who 
they are when pressure is greatest.
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